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Executive Summary

We are at an inflection point in digital infrastructures. There is much conversation about the unprecedented
speed and scale of our computational future. Significant investments are being made, especially as part of
private and national efforts to “win the Al arms race.” Meanwhile, more data is becoming available about the
harms of these systems. No one has perfect knowledge of the situation, and in some instances, information is
being intentionally obscured or distorted. Amidst the confusion and scramble, well-resourced players are

seizing strategic footholds and advancing their cause. This moment is called the “fog of enactment.”!

Some of the wealthiest companies in the world spend billions in lobbying?, sponsoring research? and building
out parallel energy and digital infrastructures to further secure their market positions. Meanwhile, deliberative
democratic processes take time and resources. The public and, at times, democratically elected officials lack
access to the data and decision-making about our digital futures. Furthermore, the technical expertise to

evaluate these tradeoffs from a public interest perspective is structurally under-resourced.

This report seeks to call out these maneuvers and recommend pathways for funding in the public’s interest
with a focus on the energy and climate impacts of digital infrastructures and harms caused by current
ownership models. We call for actions that are ambitious, collaborative and intersectional to help redistribute

more power to the public interest and to just and sustainable digital futures.

Critical Dependencies - How power consolidation of digital
infrastructures threatens our democracies
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Our findings emerge desk research, interviews with public interest experts and practitioners, and drew on our

experience as a non-profit working on digital sustainability, open source, climate justice and digital rights.

Later sections of this publication provide details and referencing. We find that:

1.

Digital resources — or the capacity to process, store and transfer data — are the foundation
of our digital economy. The entities best positioned to generate digital resources profit the
most from the growth of the digital realm. Such companies use bundling, regulatory capture
and inoperability to run closed markets which are not transparent and lock-in customers.
They capitalize on and intensify society’s growing dependences on digital resources as they
fuel demand for digitalization and high intensity computing such as Al systems. This dynamic
further consolidates their market power, making it difficult for new entrants and enabling

the same companies to expand their control over more sectors such as energy.

The goals of democratic societies are not the same as the goals of the wealthiest
companies on earth. While democratic societies need and want digital products and
services, such as meaningful connectivity, this is not the core business model of these
companies. A closed digital infrastructure market intensifies inequalities and stifles

competition and innovation while underdelivering on the basic services society needs.

Many digital infrastructures suffer from a democratic deficit. Impacted communities are
alienated from the information and decision-making process about the costs and benefits of

digital infrastructures. Nevertheless, they are made to bear the burden of their harms.

Democratic participation should help determine the purpose digital infrastructures and
how resources are allocated to them. This practice could address the democratic deficit of
our current ownership models. However, this requires alignment and shared rules across
territories, so that one community’s victory does not displace the conflict and shift the harms

to another community. The community energy sector can provide useful patterns.

Funding is vastly asymmetrical and current fiscal policies entrench these disparities. The
richest companies in the world are buying and building the energy and computer systems at
unprecedented rates with state subsidies.* Meanwhile civil society scrambles to find scarce
resources to articulate and mitigate harms. Foundational democratic commitments as
deprioritized, such as meaningful internet connectivity and emissions reduction targets for
the digital sector, in favor of technological hype. This leaves a resourcing gap for deep,

sustained and intersectional public interest infrastructure.

Critical Dependencies - How power consolidation of digital 3
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Recommendations

These recommendations are aimed at philanthropic funders seeking to better understand how to strengthen
the public’s interest in digital infrastructure at a systemic rather than symptomatic level. It focuses on the
unique role that philanthropy plays in contrast to funding from the public and private sectors. We favored
recommendations that go beyond maintaining the status quo and efficiencies and instead focused
transforming underlying structures towards more equitable outcomes and restoring ecosystems, inspired by
the regenerative model from the architect Bill Reed.® This perspective is also informed by funders and
practitioners working intersectionally and supporting a broad theory of social change we describe as “move

slowly, quickly.”

Diversify the production of digital resources by strengthening competition law,
interoperability, and unbundling cloud providers. Digital resources® form the baseline unit
of the digital economy, and the major cloud providers are the main producers of these digital
resources. In Europe, almost % of the overall cloud computing market is controlled by three
companies: Microsoft Azure, Google Cloud, and Amazon AWS.” These companies,
headquartered in the United States, undertake extensive maneuvers to reduce their taxes in

the European countries in which they operate.®

Although they face multiple anticompetition cases, these companies generate ample
cashflow thanks to their vertical integration and core business models (advertising, licensing
and e-commerce). This profit in turns enables them to build more infrastructure. By
controlling the infrastructure that underpins the digital economy, they position themselves
to uniquely profit from digitalization—be it societally useful or not. The Digital Markets Act
seeks to address some monopolistic practices. However, the integrated infrastructure
business units (‘their cloud business’) are outside the scope of this regulation and more work

is needed to break up this power concentration.

Advocate for digital infrastructure that serves the public good and operates within
planetary boundaries. Current projections of Al growth show that energy demand for high
intensity computation will outstrip what national decarbonizing grids can provide.® All major
digital infrastructure operators purchase significant renewable energy and add new
generation to the grid. However, this new generation is largely meeting their own private
new demand rather than decarbonizing the grid for pre-existing demand.° This gap in
renewable energy generation means that households and other sectors have to rely on fossil

fuels while digital infrastructures are prioritized with green energy.!! National digital

strategies should address how digital infrastructures will operate within planetary

Critical Dependencies - How power consolidation of digital 4
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boundaries while also providing universal basic digital services, such as meaningful
connectivity, for all who want it. Providers of digital infrastructure should face a burden of
proof that the resources going to their systems are benefiting the public good and meeting

environmental and climate targets.?

Here are opportunities to connect with research exploring how digital technologies can
reduce harm to environmental ecosystems and help cut emissions to hit life-preserving
climate targets. Nevertheless, these approaches must be grounded in the realities of the
natural resources available, include democratic processes and oversight and move away
from false solutions and green extractivism®3 so as not to perpetuate, perhaps inadvertently,

harm towards frontline communities.**

Defend and support independent research into the harms of digital infrastructure
companies. Tech companies often obstruct and undermine the public’s knowledge of their
operations and impacts. For example, they forbid access to researchers who try to work
independently or increasingly use lawsuits and other forms of legal harassment to intimidate
them. Large digital infrastructure companies are notorious for not providing information that

exposes their cost structure.’® Transparency is an important step. The European Corporate

Sustainability Reporting Directive (CSRD) will help gain access to data about the finances and

sustainability of companies. Furthermore, an attempt was made by the EU within the Energy
Efficiency Directive to implement minimal transparency efforts. But this law does not

guarantee public access to the environmental impact.

Yet much more is needed on top of that transparency. From human- and machine-readable

ways of navigating public reporting data'® to stronger enforcement and compliance, as well

as independent research to contextualize and deepen these results.

Strengthen democratic participation in decision-making about digital infrastructures.
Democracy is sometimes described as a muscle: if it is not exercised, then it atrophies.
Citizens and impacted communities are often shut out of decision-making processes about
where and how these infrastructures are built and maintained, who benefits from them and
who carries the burden of harms. To address the democratic deficit in digital infrastructures,
communities must be involved in meaningful ways to foster their digital self-determination
and ensure their voices are heard as a counterweight to industry lobbying. The research
institute Al Now suggests that companies be required to affirmatively demonstrate that they

are not doing harm as opposed to asking the public and regulators to continually investigate,

identify, and find solutions for harms after they occur.!” In the rooms where decisions are

Critical Dependencies - How power consolidation of digital 5
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made about digital infrastructures, we must ensure there is public interest representation.
This requires sustained funding and cultivating a community of practice to use those

moments effectively.?®

Other important approaches include strengthening the multistakeholder model in spaces
such as the UN Internet Governance Forum, which is currently under threat from
authoritarian control and is shutting out civil society,’® and fostering worker representation

on companies’ governing bodies.?°

Invest in digital self-determination and alternative imaginaries. What does it look like if
digital resources are generated and stewarded by communities rather than corporations?
Central to democracy is choice — the agency and the ability to make decisions about one’s
life. In democratic societies, our digital infrastructures should support our self-
determination, even if the decision is to opt out of these infrastructures. Increasingly, our
choice of digital infrastructure is limited, let alone opting out of them completely. It is critical
to have the possibility of choosing and for these alternatives to be viable. There must be
genuine choice than, for example, choosing between two nearly identical hyperscalers.

Public interest investment into imagining and building these alternatives is critical.

Other sectors have established patterns for community ownership.2! Successful examples
include community energy where for the last 30-40 years, growth in energy in Europe has

come from community energy projects, led by countries such as Germany and Denmark.??

Monopolistic digital conglomerates are not special — just new. There are patterns from other eras and other
sectors for addressing the lack of democratic participation and public interest representation in
infrastructures. But these changes won’t happen without proactive funding. Philanthropic funding is well
positioned to resource a deep bench of people working on these issues in a sustained way so that there is the

capacity to challenge and change the systems.

Public interest policy moves beyond a narrow focus on legislative and policy levers and embraces a broad-
based theory of change. Funders must bring together more groups trying to climb the mountain from different
sides. Unlike the private sector, philanthropy can help identify alliances across social movements and advocate
for solutions that co-benefit impacted communities and the planet. And in comparisons to government
funding, philanthropy can be more agile and intersectional. Regardless of funding mechanism, the scale and

urgency of the crises call for investments must be ambitious, intersectional and towards regeneration.

Critical Dependencies - How power consolidation of digital 6
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Example Initiatives

To provide more concrete examples of what these recommendations could look like in practice, we gathered

several example initiatives. The purpose of this list is not to be exhaustive but illustrative.

AN

Critical Dependencies - How power consolidation of digital

1. UNBUNDLE THE BIG TECH CLOUD

There is an opportunity to explore more disruptive policies to break up digital infrastructure
monopolies, such as the mandated unbundling of large digital product and infrastructure
conglomerates.? This move could reign in anticompetitive behavior among cloud providers, such as
their service and resource bundling, high exit-fees for leaving their markets and inoperability. This
example takes inspiration from successful patterns in other sectors such as the liberalization of the
energy market—which solved both the market interoperability and exit fee (‘openness’). Efforts here
could focus on unbundling these conglomerates so that the cash-generating core business
(ecommerce, advertising, licensing amongst others) is separated from the infrastructure business.
Funders could, for example, support the exchange of expertise and drafting of public interest
strategies that build on precedence set in other sectors such as energy?* as well as support public

interest technology think tanks in Europe? to further develop and advocate for these changes.

2. GREEN UNIVERSAL CONNECTIVITY FOR ALL BY 2030

Several UN bodies have committed to targets to achieve universal connectivity by 2030 (UN
Secretary-General's Roadmap for Digital Cooperation,?® ITU Connect 2030 Agenda?’). The UN Human
Rights Council furthermore passed a resolution in 2021 which calls for “the promotion, protection and
enjoyment of human rights on the Internet”?® and further reinforced state commitments to
enhancing Internet accessibility and affordability and the objective of universal access.” There is an
opportunity to pair these calls for universal connectivity with targets to reduce the emissions
generated from the internet and transition digital infrastructure away from fossil fuels by 2030.%° In
this way, internet connectivity could be positioned as essential for democratic societies while also

needing to operate within planetary boundaries.>®

3. THE COALITION FOR INDEPENDENT TECHNOLOGY RESEARCH

Independent research is critical to ensuring that the public has trustworthy information about digital
infrastructures and policymakers can make data-informed decisions about the regulation and more.
Groups like the Coalition for Independent Tech Research advocate for transparency while also making

the case for the public to understand how digital platforms and digital infrastructures shape society.

infrastructures threatens our democracies
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Unfortunately, the increasing regulatory scrutiny that companies in the digital economy are facing has
led to an increase in aggressive actions towards independent researchers. This is a trend present
throughout the history of industrial revolution from oil to tobacco to chemicals—and which our field
is underequipped to tackle. Efforts to strengthen resiliency of the field, through strategic
communications, affirmative and defensive litigation strategies and cross-sector organizing, are

essential to ensure that the foundation of evidence on which good regulation rests does not crumble.

4. INTERNET CITIZEN ASSEMBLIES

gy This example follows the success of citizen assemblies3! on other issues such as climate action and

reproductive rights.3? Democratic fora could be held locally and regionally for a representative
selection of people to conduct a genuine deliberation, hear from experts and frame referenda and
other actions that determine the future of digital infrastructures in their communities. Possible topics
could include participatory budgeting wherein citizens prioritize how finite resources such as land and
water are allocated to different kinds of computation take place in their communities. Such an
approach would yield more robust civic conversations about the tradeoffs of digital infrastructures in

tangible and direct ways.

5. SOVEREIGN TECH FUND

%y The Sovereign Tech Fund supports the development, improvement and maintenance of open-source
software. Its goal is to sustainably strengthen the open source ecosystem. It focuses on security,
resilience, technological diversity, and the people behind the code. There’s a particular emphasis on
digital services in the public interest (digitale Daseinsvorsorge). This is described as the responsibility
of the government to provide digital services, and goods to ensure long-term access, equal living
conditions, and protect an individual’s sovereignty in a digitalized society. Supporting this fund and

encouraging other governments to create similar mechanisms would greatly benefit the public.

6. GREEN SCREEN COALITION FOR DIGITAL RIGHTS AND CLIMATE JUSTICE

\iﬁ The Green Screen Coalition works to catalyze exchange across the digital rights and climate justice
movements. It originates with funders in open source and public interest tech who set out to learn
about how their strategies intersect with climate and environmental issues. They identified that
climate and technology share important features: complexity, disparate impact on communities, and
a meaningful impact on how we will experience the future. Holding this complexity requires funders
to be thoughtful in their investments and actions, accelerating the use of existing and emerging tools
that can empower communities and conservation efforts, while also constraining the potential for
harm from false tech "solutions". Using peer learning and pooled funds, the Green Screen Coalition is
investigating how to take investments beyond siloed interventions and into more powerful, structural
change. This includes the commitment to funding ecosystems and prioritizing most impacted people

and areas and working with an intersectional lens.

Critical Dependencies - How power consolidation of digital
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About this Report

Stiftung Mercator commissioned the Green Web Foundation to prepare a report about concentrated power—
especially challenges to democracy in Germany and Europe due to monopolistic control of digital

infrastructures.

The target audience of this report is to support learning among Mercator’s teams and the funder communities
they are a part of. The report centers on recommendations to funders for understanding this topic and for

further investments.
This report addresses the following aspects:

e Explain the importance of digital infrastructures to democracy by providing an analytical basis and
taxonomy of issues. Emphasize the social, economic and environmental harms caused by unhealthy

dependencies.

e Identify what we could learn from other fields dealing with complex debates about dependencies on
infrastructure, such as climate and energy. Highlight successful approaches that challenge power

consolidation and foster meaningful alternatives.

e Recommend pathways for funding of this topic with a focus on promising interventions in Germany

and Europe.
Positioning

“Technology, power and democracy. All three of these topics have been studied since Aristotle without
decisive conclusions. If we combine them today, there’s still no eureka. Nevertheless, when | think
about the concentration of power we’re experiencing today, Europe has been here before—facing
challenges from consolidated communications infrastructure. | am hopeful because there are many

patterns and precedents for action.”

Dr. Niels ten Oever

Co-principal investigator, critical infrastructure lab at the University of Amsterdam

“There is something different about this particular moment: it is primed for action. We have abundant
research and reporting that clearly documents the problems with Al and the companies behind it. This

means that more than ever before, we are prepared to move from identifying and diagnosing harms

Critical Dependencies - How power consolidation of digital 9
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to taking action to remediate them. This will not be easy, but now is the moment for this work...[to]
meaningfully confront the core problem that Al presents, and one of the most difficult challenges of
our time: the concentration of economic and political power in the hands of the tech industry—Big

Tech in particular.”

Amba Kak and Sarah Myers West
“Al Now 2023 Landscape: Confronting Tech Power,” Al Now Institute, 2023

This report seeks to contribute to the conversation about the consolidation of power in our digital
infrastructures and the harmful dependencies it creates. Building on existing analysis from scholars, activists,
practitioners and funders, we aim to understand the underlying drivers of these harms and uplift promising

work already underway to combat these problems and advance the public’s interest.

As a non-profit headquartered in Berlin, we focused on the dynamics of digital infrastructure in the European
Union with an emphasis on Germany and its data center clusters in the Frankfurt/Main region and Berlin-
Brandenburg. Our findings are informed by applied research from our organization on digital sustainability and
the use of open source tools as an accelerator to shift digital infrastructures off of fossil fuels. We are active in
industry consortia, such as the Green Software Foundation which convenes some of the largest cloud
providers to discuss how to measure and mitigate emissions from digital services. We also co-founded the
Green Screen Coalition to learn alongside funders and practitioners how to build bridges across the digital
rights and climate justice movements. In this report as in our other work, we strive to listen to perspectives
from most affected areas and people and to acknowledge our privileges as primarily white, English-speaking,

tech-literate citizens from the minority world.

We also sought to address the rising energy demand from Al systems in countries such as Germany that are
trying to decarbonize their electricity grids while under heavy lobbying pressure from the cloud providers that
sell these Al systems. We express concern that the “Al arms race” is further consolidating power and locking
societies into systems that are undemocratic and unsustainable while alienating communities and extracting

value from their data and finite natural resources.

We also advocate for universal internet access and meaningful connectivity. Digital infrastructures are
necessary to provide internet connectivity, as well as data storage and processing capacity. They have become
an essential utility—analogous to electricity in the industrial era. We must treat this new utility with caution,
as it is leading to monopolies that constrain the market for digital infrastructure and hinders competition and
innovation and is resulting in unprecedented wealth consolidation. Nevertheless, history shows us that these
sectors can be regulated. The electricity grid today benefited greatly from breaking up these monopolies and

investing in alternatives, including community energy. This precedence gives us hope for the digital sector.

Critical Dependencies - How power consolidation of digital 10
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Overview of Digital Infrastructure

This section introduces an analytical framework for understanding digital infrastructures from a systemic
perspective. It expands on that definition by describing the powers that control digital infrastructure today in
Europe and Germany and concludes by explaining how this power consolidation hinders competition and

identifying some of the governmental bodies responsible for addressing the future of digital infrastructure.

1. What is digital infrastructure?

Digital resource The base unit needed to make software. Digital resources are used to create digital products.

Digital product We refer to a “digital product” as a product that only exists in virtual form, for example software
as a service. Digital products are often used to transform non-digital things into digital ones, and
they therefore require digital resources to work.

Compare this to “digitalization,” which is about transforming existing (often physical) products by
integrating digital capabilities, such as a car running on a software operating system.

Digital infrastructure The means of production of digital resources.

Digital infrastructure is the “factory” that generates digital resources. It’s usually a data center on
a piece of land that relies on electricity, water, connectivity and other resources as inputs. These
inputs are plugged into servers and other IT infrastructure to transform these materials into
digital resources.

Owners of digital infrastructure are in the business of generating digital resources. They use the
digital resources they make to power their own products, or they sell the resources to clients.

We use the term digital infrastructure to describe the means of production of digital resources. We cite the
above definitions of digital infrastructure from the Sustainable Digital Infrastructure Alliance (SDIA)3*33* because
they articulate how value is extracted when natural resources are transformed into digital resources. In the
SDIA model, the data center is described as an empty factory. It takes inputs such as land, water, electricity,
carbon emissions and fiber, and then within a cooled office building filled with servers and computers (a
“factory”) these inputs are transformed into digital resources, alongside waste and other outputs including

heated water, carbon emissions, noise and more.

Critical Dependencies - How power consolidation of digital 1
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Digital Infrastructures: Factories for Digital Resources

[ Outputs ]

Data center on land
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Modified from Schulze, M. (2022), *Untangling digital infrastructure: A new school of thought.” Presentation, EU Connect, 28th of September 2022.
hitps://wwwmaxschulze com/content/files 8-EU-Connect-University-Slides.pd

These digital resources form the base unit of our digital economy. They represent the capacity to process,

store and transfer data. Software applications consume these digital resources and transform them into in any

number of digital products, such as cloud computing, storage products, networking, software as a service,

cryptocurrency mining and increasingly Al computation.3® Without digital resources, software doesn’t work.

Digital Resources: Base Unit of the Digital Economy
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2. Who controls digital infrastructure in Europe?

The entities best positioned to generate digital resources control the market and profit the most from
digitalization. For this report, we focus primarily on digital infrastructure businesses of large, global digital
conglomerates and their connectivity, data centers and infrastructure services because they operate as an
unregulated monopoly with transnational impact and vertical integration through their conglomerates that

enables them to have an outsized influence on other sectors such as energy and land.

The top three infrastructure business units, Amazon Web Services, Microsoft Azure, and Google Cloud control
almost % of the overall cloud computing market at the close of 2023.3¢ The cloud computing market is
expanding year on year and consistently benefits the very same infrastructure providers. In France, for
example, the triopoly comprised 80% of the growth in public cloud infrastructures and applications
expenditure in 2021, prompting the national competition authority to caution against anticompetitive

behavior.?’

Overview of Digital Infrastructure

o] s

Data center on land Software as a
Service

Digital

resources!
) Cloud Services
Heatod water
" 1 " carbon emissons
cqupment  oquipmert  equpment asles. Digital Economy

Modified from Schulze, M. (2022), “Untangling digital infrastructure: A new school of thought.” Presentation, EU Connect, 28th of September 2022.

Digital infrastructure operators rely on land, water, electricity, fiber and other inputs to generate digital
resources. Therefore, it is helpful to monitor trends in data center and fiber-network construction to

understand the scale of investments and who controls them.

In the last five years, the total number of data centers globally has doubled. There are nearly 1000 active

hyperscale data centers worldwide (> 50 MW of installed electrical capacity) with over 400 additional facilities
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publicly announced. Within the next five years, the biggest conglomerates are anticipated to control over half
n39

of all data center capacity*®*— with nearly 50% of that capability being "own-built, owned data centers.
This trend in digital infrastructure is significant. Amazon Web Services, Microsoft Azure, and Google Cloud will
increasingly produce digital resources in self-constructed, self-managed, fully owned and integrated data
centers, marking a shift from previous reliance on shared facilities that usually cater to a more diverse client
base.?® Because the conglomerates increasingly own their data centers, they are positioned to gain immensely
from soaring demand for digital resources, especially from high-intensity computation using large language
models and other generative Al services that run on data centers’ digital resources. Amazon’s AWS, for
example, will hit $100 billion in revenue in 2024, and they attribute much of their increased profit because of

workloads being moved to the cloud.*!

While European cloud providers do grow alongside the general market growth, their share dwindled from 27%
to 13% in 2022.%> SAP and Deutsche Telekom are the biggest European cloud providers, individually holding 2%
of the regional market share, and other European companies such as IONOS, Hetzner, OVH, and Leaseweb play

an important role as infrastructure providers that use different business models than the conglomerates.

Who Controls Digital Infrastructure in Europe?
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The annual cloud computing market globally is estimated to soon reach the $500 billion mark.** The European

cloud infrastructure market size was valued at €15.3 billion in 2021 with projections of market growth to
approach €100 billion by 2026.%*
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The German cloud computing market was valued at €10.3 billion in 2020 and is expected to grow 15-17% from
2021 to 2028. The biggest cloud providers in Germany are Microsoft Azure, Google Cloud, and Amazon Web
Services. As of 2021, Microsoft Azure held around 30% of the German cloud market share, followed by Google
Cloud with approximately 20% and Amazon Web Services at 15%.% Furthermore, the same leading cloud
companies are building and paying for priority access to energy infrastructures and strategic land assets to
ensure steady and affordable access to electricity and other key inputs, so that they can continue to generate

digital resources and make a profit.

In terms of capital invested in digital infrastructure, it’s important to note the size of the telecommunications
and networking. Estimates range from a €220 billion European market with Germany spending the most at €41
billion for telecom infrastructure.*® While telecommunications play an important role in the digital
infrastructure “stack,” countries like Germany have several different players meaningfully active in the market,
including Deutsche Telekom, Vodafone Group, Telefénica Deutschland, and KPN.*” Combined, these
companies control approximately 78% of the German telecommunications market with Deutsche Telekom
leading at around 40% as of 2022.% For data center networking, the market in Germany is valued at around $1
billion and is expected to grow annually around 5%. Digital Realty is cited as the market leader for data center

networking in Germany with a 19% share.*

Important to keep in mind about infrastructures is the timescale of their planning, construction and usage.
Infrastructure decisions today take decades to be realized. For example, energy transmission lines take 10-15
years to plan, construct and bring into full use.*® Data centers operate on 20-year time horizons. Tech
companies typically sign power purchase agreements for up to 30 years. For Germany, Bitkom estimates that
the capacity of data centers in Germany will double by 2025 and that Berlin will join Frankfurt as the most
important data center cluster in the country with several large facilities in the pipeline.> While most
philanthropic funding works at one-to-five-year grant cycles, data center regulations today can influence
decades of construction. Longer-term thinking and resourcing are required when seeking to affect the

trajectory of digital infrastructures.
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3. Dynamics in the cloud

“Incumbents that control key inputs or adjacent markets, including the cloud computing market, may
be able to use unfair methods of competition to entrench their current power or use that power to

gain control over a new generative Al market.”

US Federal Trade Commission, 202452

Here we will focus on the companies who produce digital resources in a consolidated market, namely the
cloud providers. The European cloud market suffers from high barriers to switching providers, which constrains
new players when competing for customers from established companies.>® The market for digital resources in
Europe and Germany is increasingly closed and anticompetitive. Highly concentrated power, plus
anticompetitive tactics, hinder entry from European small and medium businesses, and growth prospects in

the business of providing digital infrastructure.

Digital infrastructure owners, and cloud providers in particular, hold their market position with a variety of
tactics. Competition authorities in the USA, France and UK independently raised concerns about the following

practices:

e Egress fees (‘exit fees’) which are fees paid if you move your data out of their service. The leading
cloud providers set very high fees, deterring customers from switching or using multiple providers.

e Technical restrictions on interoperability and bundling of services & resources restrict compatibility
between services offered by different providers, which locks in customers or makes them jump
through hoops to use alternate providers.

e Free credits that incentivise consumption and committed spend discounts create an incentive to rely
on a single cloud provider, making it less viable for customers to switch if needed.**

e Overproducing digital resources so that they can offer computation at a lower price and create anti-
competitive pricing.>

The above barriers as well as established customer bases, brand recognition, abundant financial resources, and
political clout render it difficult for smaller firms to enter the market and compete effectively, thus hindering
innovation around costs and environmental impact. These dynamics also influence the control of other

technology markets such as Al systems, which are highly dependent on accessing digital resources at low costs.

EU Digital Markets Act. The European Union has taken important steps to challenge this gatekeeping,

especially with the Digital Markets Act. However, it still leaves a gap in addressing the anticompetitive
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dynamics in the cloud computation landscape, for example in not adequately overseeing certain kinds of

software.>®

Unlike many other sectors where there are savings made with infrastructure, the financial benefits are not
passed onto customers of digital infrastructure. For example, savings from carbon-aware data processing on
the customer side are harvested by the infrastructure provider who captures the savings by selling the energy
back to the grid rather than rewarding the customer. This is in contrast with, for example, the energy sector

and its electric vehicle tariffs, that incentivizes customer efficiencies and passes those savings on to them.

Analysis of Harms: Climate &
Environment

Here we build on the definition of digital infrastructure and illustrate how monopolistic control has intensified
extractivism, pollution and rising emissions as well as water consumption. We focus on how these dynamics
impact European populations, especially in Germany, and how these negative environmental impacts are
projected to intensify with the increased adoption of Al systems. We look to other infrastructure sectors, such

as energy, for solutions to these challenges.

4. What are the climate and environmental impacts of digital
infrastructure in Europe?

Digital infrastructure in Europe contributes significantly to greenhouse gas emissions (GHG) and resource

consumption, especially water, as well as localized impacts such as air and noise pollution.

Energy and GHG emissions

Data centers worldwide are responsible for 1-3% of global energy-related GHG emissions (around 330 Mt CO2
annually), mainly due to the massive energy demands required to maintain server farms and cooling systems.
These emissions are more than the aviation industry.>” Energy demand for data centers has increased

substantially year on year, growing by 20-40% annually. In the European Union, data center electricity
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consumption was estimated around 100 TWh in 2022, almost 4% of total EU electricity demand. By 2026,
forecasts indicate that it will reach almost 150 TWh, a third more than in 2022.58 In some European countries

such as Ireland and Denmark, data centers already use a fifth of the countries’ total electricity consumption.>®

Figure 4. Estimated digital infrastructure energy use by country, 2022
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The International Energy Agency (IEA) reports that the combined electricity used by Amazon, Microsoft,
Google, and Meta has more than doubled between 2017 and 2021, rising to around 72 TWh in 2021. Notably,
the IEA also argued, “To get on track with the [Net Zero Emissions] Scenario, emissions must halve by

2030.”%! The ITU similarly recommends halving emissions by 2030 and an annual decrease of 4.2%.5?

Al and cryptocurrencies are projected to require “160 TWh up to 590 TWh of electricity demand in 2026
compared to 2022, roughly equivalent to adding at least one Sweden or at most one Germany.”®® The IEA has
further highlighted this trend from Al and cryptocurrencies as one of the more significant drivers of global

demand of electricity. %
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Global electricity demand from data centres, Al, and cryptocurrencies, 2019-2026
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Notes: Includes traditional data centres, dedicated Al data centres, and cryptocurrency consumption; excludes demand
from data transmission networks. The base case scenario has been used in the overall forecast in this report. Low and high
case scenarios reflect the uncertainties in the pace of deployment and efficiency gains amid future technological
developments.

Sources: Joule (2023), de Vries, The growing energy footprint of Al; CCRI Indices (carbon-ratings.com): The Guardian,
Use of Al to reduce data centre energy use; Motors in data centres; The Royal Society, The future of computing beyond
Moore's Law; Ireland Central Statistics Office, Data Centres electricity consumption 2022; and Danish Energy Agency,

Denmark’s energy and climate outlook 2018.

Water

Closer investigations into the materiality of data centers, in particular their water consumption, were ignited in
the 2010s after it was revealed that sites such as the NSA’s processing center in the drought-prone state of
Utah uses millions of liters of water a day.®® Data centers continue to consume massive amounts of water first
directly for cooling, in some cases sourcing 57% from potable water and indirectly through the water
requirements of non-renewable electricity generation.%® Water consumption tends to be less transparent than
energy usage—with less than a third of data center operators measuring water consumption. Nevertheless,
freshwater usage is included in EU and national legislation, such as the EU Energy Efficiency Directive and the
new German Energy Efficiency Act (EnEfG), with requirements to report. However, there is no legal obligation

to reduce water use a level that does not deplete the water table to the extent that it prevents other uses.®’

Water consumption trends are intensified with Al. Recent research from the University of California revealed
that training GPT-3 in Microsoft's state-of-the-art U.S. data centers can directly evaporate 700,000 liters of
clean freshwater, but such information has been kept a secret.®® The same report anticipates the global Al
demand may be accountable for 4.2 - 6.6 billion cubic meters of water withdrawal in 2027, which is more than

the total annual water withdrawal of Denmark or half of the United Kingdom.

Waste and pollution

In addition to the consumption of energy and its associated emissions, it is well established that manufacturing
and disposing of electronics used in digital infrastructure generates substantial waste and pollution which

severely impacts the health of people near those sites®® 70 71 72 73, These negative health and environmental
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impacts are experienced disproportionately by communities in the Majority World, continuing the practice of

environmental colonialism.”*

5. Where is digital infrastructure being operated to the
detriment of communities and ecosystems?

Wherever digital infrastructures are built and operated, they impact local communities and ecosystems.
Water, for example, is a critical issue when looking at digital infrastructure. Countries like Spain face severe
droughts with reservoir levels dropping to historically low levels. This scarcity has brought attention to the
substantial water consumption of data centers which use millions of liters daily for cooling purposes, in some

cases 57% sourced from potable water’.

Water shortages in Germany

Germany is one of the regions with the highest water loss worldwide.”® As extreme weather events and
droughts become more frequent due to climate change, the tension between data centers' water needs and
the finite water resources in Germany will grow. Meanwhile, responsible local authorities in Germany often
do not know how much groundwater is available for them to distribute. In the Frankfurt area, which houses
the largest cluster of data centers in Germany, water has been pumped from a nearby forested region to the
city for decades. As a result, the forests in the Rhine-Main area are among the stressed hotspots in Central
Europe, and the water reserves are so overused that the ground gives way.”” Berlin-Brandenburg is another
water stressed area in Germany, and the region is on track to become the country’s second data center hub

with a very large facility in Lichtenberg’® and Google’s forthcoming data center on the outskirts of the city.”®

Green extractivism in Ireland

The case of Ireland is particularly noteworthy where data centers are expected to use nearly 30% of the
country's electricity by 2028.8° Rural environmental struggles are accelerated by the data center industry and
postcolonial regimes, offering up the country’s natural resources for extraction on unfair terms.2! Importantly,
after a campaign by civil society to address this issue, the Irish utilities regulator announced a limitation on
data centers around Dublin. The campaign’s organizer argues that the construction of data centers needs to
adhere to democratic standards so that they could benefit communities rather than powerful companies, and

to do so in a sustainable way.®?

Sites of struggle in the Netherlands

As researcher Dr. Fieke Jansen from critical infrastructure lab at the University of Amsterdam explains, “Data

centers are sites of struggle”®® in the Netherlands and beyond. Citizen campaigns like Save the
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Wieringermeer®* opposed the construction of two Microsoft data centers. Their concerns included impacts to
local agriculture, excessive water and renewable energy usage, water pollution and the release of heat to the
air. To make matters worse, when the costs for electricity are skyrocketing, the hyperscale data centers are

reported to receive significant discounts on their net tariffs.%°
Jansen argues:

“[The struggle over land, water and energy] are very much governance and decision-making issues.
Residents and civic actors feel that they are either not heard or ignored in zoning plans, environmental
visions and area plans. This is not surprising when we look at the different forces at play for bringing a
new industry to a specific location. The window of opportunity to influence decision-making happened

long before the public became aware of the plans to build the data centers.”

6. How will resource consumption and local impacts evolve
as demand for digital infrastructure and Al increase?

The surge in demand for digital infrastructure driven by Al applications will amplify resource consumption and
local impacts if preventive measures aren't implemented. Rapid expansion of digital infrastructure to support
Al workloads will lead to escalating energy consumption, land use, water withdrawal, and e-waste
generation.® Moreover, Al models' training phase, particularly deep learning algorithms, consumes enormous

computational resources,®” generating significant carbon emissions.®®

In terms of digital infrastructure, recent generative Al advances will “not so much to increase the number of
data centers—which will continue to grow by well over a hundred per year—but to substantially increase the
amount of power required to run those data centers.”®® That is because the number of GPUs in hyperscale data

centers is skyrocketing with generative Al's computational demands.

As mentioned elsewhere, water will be a critical issue for these infrastructures. The impacts of water
consumption are not an engineering problem to be solved but rather a question of environmental justice
and democratic participation. Dr. Theodora Dryer’s work on water justice and technology outlines these
dynamics with many case studies in the US.*° Similar research should be conducted in Europe and Germany

specifically, given the strain on the country’s water and the heavy investments in digital infrastructure.
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Analysis of Harms: Social

In this section, we summarize how monopolistic control of digital infrastructures is exacerbating social
inequalities. We argue for prioritizing meaningful connectivity over technological solutionism. Here again we

look to the energy sector for alternative ownership models, such as community energy.

7. How are the harms and benefits of digital infrastructures
distributed?

The distribution of harms and benefits from digital infrastructures in Europe and Germany follow existing
social and economic disparities and further reinforce inequality. Marginalized groups, rural populations, and
lower-income households generally face greater difficulty reaping the rewards of digitalization®* while
simultaneously bearing the brunt of privacy violations, discriminatory algorithms, misinformation, and
surveillance. As we know from intersectional and systemic analysis from public interest groups like Digital
Freedom Fund, marginalized people suffer disproportionately from structural vulnerabilities perpetuated by

opaque corporate policies and inadequate legal safeguards.®?

These asymmetrical patterns undermine the democratic vision of inclusive, equitable societies. Bridging this
divide requires engaging in affirmative policies aimed at redistributing wealth, fostering digital literacy,

strengthening regulatory oversight, and providing meaningful internet connectivity for everyone who wants it.

The monopolization of digital infrastructure in Europe leads to missed economic opportunities as well.
Consolidating power among a few dominant actors results in decreased innovation and restricted economic
opportunities for citizens and businesses.®® By concentrating decision-making authority in the hands of a few
entities, monopolistic dynamics limit the emergence of novel ideas, techniques, and services, and diminish the
potential for widespread participation and inclusion.** Monopolization further impedes societal welfare by
inhibiting the free flow of information, obstructing fair competition, and compromising users' privacy rights.
Policies advocating for openness, plurality, and decentralization can counter these forces.*® To reiterate, the
financial beneficiaries of monopolized digital infrastructure are the major US tech companies. Of the top ten
wealthiest companies in the world, across all sectors, eight of them build and maintain hyperscale cloud

services, provide Al services or the underlying chips and semiconductors to power them.*®

As the Al Now Institute points out, “There is no Al without Big Tech...A core attribute of artificial intelligence
[is that] it is foundationally reliant on resources that are owned and controlled by only a handful of big tech

firms.%””
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8. What are successful models of alternative ownership?

There is growing interest in alternative ownership models of digital infrastructure in Europe, and many
decades of experience with community stewardship of infrastructures to draw upon. Various initiatives
operate as cooperatives, municipal utilities, and open-access networks. Examples include the wireless mesh
networks guifi.net in Spain and netcologne in Germany. The financial mechanisms and best practices for locally
owned internet infrastructures have been documented by the Association for Progressive Communications

(APC) together with Connect Humanity and Internet Society Foundation.%®

Community-owned energy

Looking at the energy sector, we find many examples and policies to support community-owned
infrastructures.®® In Germany these models of local ownership were established decades ago and were
responsible for most of the energy systems’ decarbonization.1® The same kinds of predictable policy support
that would have supported more community energy have been behind the incredibly brisk rollout of
renewables in China. Only recently the economics of renewables has made it more lucrative for corporations,

which is why we’ve seen a significant increase in their involvement.

Today the trends in energy and digital infrastructures are converging, so we see an opportunity to co-create

these infrastructures with communities as outlined by Max Schulze with the SDIA.1?

REGIONAL INFRASTRUCTURE
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Analysis of Harms: Economic

In this last section, we describe how market consolidation enables big companies to kill off competition. We
express concern for the expansion of tech companies into the energy sector and summarize regulatory efforts
in Europe and Germany. We conclude with a call to strengthen democratic processes in building and

maintaining digital infrastructures.

9. How do monopolistic practices affect economies?

In recent years, the European Commissions and the US Federal Trade Commission have investigated the
anticompetitive practices of tech companies with increasing scrutiny. As leading antitrust scholar Tim Wu
points out, monopolies are not new. Tech companies have simply come of age in an era where antitrust has
been systematically eroded.'?> They have operated in a unique market environment that allows them to
consolidate wealth, use the profits from one area of business to squeeze out competitors in their new “kill
zones”, be that books, online ads, search, maps, cloud computing and now generative Al. They invest heavily in
lobbying and because of their disproportionate resourcing, representatives from these companies can greatly

outspend voices representing civil society and the public interest.

Big Tech investing in energy. It is worrying to see the same few tech companies massively invest in energy
infrastructure, leveraging their influence to get access to clean energy while not doing enough to decarbonize
the grid and help meet preexisting demand. For example, Amazon is building a huge data center next to a
nuclear power plant in the US.1% The company does pay above wholesale rates, but still less than what
consumers pay, so local communities are left relying on dirtier fossil generation at a higher price, while no new
decarbonization has taken place and the usage of a nuclear plant has been extended to meet entirely new
demand from Amazon’s cloud services. For its huge data center operations in Nevada, USA, Google signed
agreements for geothermal energy on a tariff to primarily supply its data centers, rather than helping nearby
communities decarbonize.1®® These examples make clear not only of how energy intensive Al is, but how big
tech companies are not doing enough taking carbon-free capacity needed elsewhere. Again we see big players,
thanks to their vertical integration, bundling and anticompetitive behavior, having the capital to make

infrastructure investments that smaller players cannot afford.
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10. How does interoperability shift monopolistic practices
and what are the benefits of that?

Interoperability in digital infrastructures can help combat monopolistic practices. It facilitates interaction
across diverse platforms, which fosters competition and empowers user choice. Standardized protocols and
APIs break down proprietary barriers and open doors for new services and possibilities. As digital rights activist
and author Cory Doctorow argues, interoperability enables greater choice and flexibility in selecting service
providers, driving down prices and improving product quality, which ultimately results in more vibrant, diverse
and resilient digital ecosystems.1% By blocking interoperability, incumbent players further consolidate their

power in the market.

We recommend looking at how interoperability could play out in the digital infrastructure for cloud
computing. Currently many barriers are in place to switch cloud providers or to use multiple providers at
once.'%® These barriers include egress fees that charge customers transfer their data out of a cloud, which the
hyperscalers set significantly higher than most other providers. There are also technical restrictions on
interoperability imposed by the leading companies to prevent their services working effectively with services
from other providers. This means customers need to put additional effort into reconfiguring their data and
applications to work on different clouds. The major cloud providers lock in customers with committed spend
discounts which incentivize customers to use a single hyperscaler for their cloud needs and makes it less
attractive to switch to a rival provider. A regulatory requirement to interoperate would change this sector and

shift power.

We see precedence in tackling monopolistic dynamics in other sectors. In the early 2000s, the European Union
took significant steps to break up telecommunications monopolies and introduce competition. This included
mandatory separation of former state-owned monopolists' wholesale and retail operations, coupled with
functional separation or full structural separation in some countries. As a result, 5G and fiber coverage is
greater in the EU than many other regions, and there is also more competition. Importantly, in stark contrast
to the US, European customers pay less per unit and get better service from their connectivity.?” Similarly, in

the energy sector, the public has benefited from unbundling.1%®

11. What role does the government play in who can build and
control digital infrastructure?

Governments regulate digital infrastructure to ensure fair competition, promote innovation, and protect

citizens' interests. In some cases, governments may also invest directly in building digital infrastructure, either
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independently or in partnership with private entities. Governments influence the development and

implementation of digital infrastructure through policies, funding programs, and procurement decisions.

The Irish government, for example, released principles for the role of data centers in the country’s enterprise
strategy. The principles included providing economic benefit and employment, renewables additionality,
decarbonized data centers by design, as well as SME access and community benefits.1% In the Netherlands,
there is a trend to decentralize decision-making to municipalities while the national government facilitates the

building of data centers as a national industrial development plan.

Digital infrastructure investment in Germany

The German government funds the development of digital infrastructure with a variety of mechanisms. The
Federal Government recently published its first Strategy for International Digital Policy to act as a compass for
international digital policy and positioning of Germany.!1° In the coalition agreement of the German Federal
Government from 2021, the digital infrastructure was set as one of the priorities with a goal of the nationwide

supply of fiber to the home and 5G networks by 2025.1%!

The German federal government oversees regulatory bodies like the Federal Network Agency (BNetza) and

Bundesamt fiir Sicherheit in der Informationstechnik (BSl),*?

which regulate and protect telecommunications
and IT infrastructure. Both entities actively participate in setting standards, issuing guidelines, and ensuring
compliance for digital infrastructures and services. The BSI furthermore stipulates how data centers should be

safely built and operated.!!?

The Federal Ministry of Transport and Digital Infrastructure (BMDV) and the BNetzA are primarily responsible
for deciding how internet infrastructure is built and deployed. The BMDV sets the strategic goals and policies

114 while the BNetzA implements regulations and ensures fair competition in the

for digital infrastructure
telecommunications and digitalisation markets.!'> Together they facilitate the deployment of high-speed
broadband networks and promote digitalization across the country. Additionally, the Conference of State
Ministers of Economic Affairs (WMK)!® contributes to decisions regarding internet infrastructure (data
transfer and the market of the digital economy), coordinating regional efforts and aligning objectives with the

federal government.

Some German governmental departments host their IT infrastructure while others rely on shared services or
private hosting providers.''” The German Federal Ministry of the Interior, Building and Community (BMI)
operates several data centers to support its own IT infrastructure.'*®

Municipal governments in Germany often do not directly control internet infrastructures for their cities.

Instead, they partner with private companies to deliver internet services to residents and businesses.
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However, some cities have developed publicly owned networks called municipal broadband or municipality-

owned WiFi networks. Examples include netcologne and the Hamburg fiber “Wilhelm Tel.”

Germany as a two-hub data center. Alongside these investments, we see Germany becoming a two-hub
nation for data centers. Berlin will join Frankfurt as a major data center cluster in the continent. The German

119

federal government regulates data center operations with the recent Energy Efficiency law''® which now sits

alongside regulation at a municipal level in for example Frankfurt.!2°

At the European level, the European Commission plays a crucial role in establishing common policies, laws, and
regulations that apply to digital infrastructure. The Body of European Regulators for Electronic
Communications (BEREC) coordinates national regulators to enforce consistent telecom rules and promote fair
competition.'?! Recently, the European Union announced the establishment of the European Cybersecurity
Industrial, Technology and Research Competence Centre, which aims to enhance cybersecurity capabilities and

boost the region's strategic autonomy in this field.1?2

Some European countries, including Germany, have initiated efforts to build standards and best practices for
decentralized, sovereign infrastructure for data processing, storage and transfer to counterbalance the
dominance of foreign providers. Open source remains a key strategy for a healthy and sovereign digital

ecosystem.

Strengthening democracy by practicing democracy. The government can play a role bringing the voices of
impacted communities into the decision-making process around digital infrastructure. Scholar Julia Rone

makes the case for democratic engagement in digital infrastructure:

“[M]ost debates on digital sovereignty so far have overlooked the sub-national level, which is
especially relevant for decision making on digital infrastructure...l insist that what matters is not only
where digital sovereignty lies, that is, who has the power to decide over digital infrastructural
projects...[w]hat matters is also how power is exercised. Emphasizing the popular democratic
dimension of sovereignty, | argue for a comprehensive democratization of digital sovereignty

policies...The shape of the cloud should be citizens’ to decide.”*?

A few years ago, thanks to movement organizing and democratic engagement, the European Union rallied
around an agenda for a twin transition: a just transition in energy and digital transformation. Over the last four

years, this narrative has mutated from a justice-centered promise to instead call for increasing military
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defense, securing critical supply chains and accelerating extractivism and colonial dynamics'** even within

Europe’s borders.'?®

Funders working in the public interest can help reclaim the justice framing for an energy transition and digital

transformation and strengthen citizens’ participation in determining the future of digital infrastructure.
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